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Abstract: The rapid digitalization of healthcare billing systems has led to the creation of enormous amounts 

of transactional data, which are frequently tainted with hidden fraudulent activity, redundancies, and 

discrepancies. Financial integrity, operational transparency, and trust in medical reimbursement procedures 

depend on real-time anomaly identification in high-volume, high-velocity settings. But in these kinds of 

environments, traditional machine learning techniques frequently fall short in terms of scaling. To close this 

gap, this work suggests a scalable and reliable anomaly detection architecture that uses high-tech machine 

learning models and huge data pipelines. Distributed ingestion, real-time stream processing, and parallel 

feature engineering with Apache Spark, NiFi, and Kafka are all integrated into the system. Containerized APIs 

designed for high-throughput, low-latency performance is used to install classification models, such as 

Autoencoder and XGBoost. The system's ability to identify abnormal transaction patterns, duplicate claims, 

and unusual charge behaviours is demonstrated empirically using publicly accessible large-scale healthcare 

billing information. The suggested design provides a scalable and sophisticated fraud detection framework 

for clinical billing systems, ready for production. The novelty of this work lies in integrating static and 

temporal anomaly detection models within a unified big data framework, enabling precise and real-time 

identification of fraudulent billing activities. 
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1. Introduction 

 

The exponential growth of digitized healthcare billing data has raised the stakes for detecting fraudulent and 

anomalous patterns in real time. As healthcare ecosystems become increasingly data-driven, the complexity 

of claims processing, coding standards and reimbursement models introduces new vulnerabilities that 

traditional auditing methods struggle to address. The need for intelligent, scalable solutions to analyze billing 

transactions at high speed and across multiple systems has never been greater. Real-time anomaly detection 

using machine learning and big data technologies presents a transformative opportunity to reduce financial 

fraud, enhance transparency and support operational efficiency in healthcare finance systems. 

 

Finding abnormalities in complex datasets is essential to developing dependable, resilient AI systems [1], 

especially when those systems impact public-facing sectors like digital claims auditing, insurance, and health 

finance [2]. As healthcare data becomes more structured around electronic medical records and automated 

billing systems, researchers have emphasized the importance of scalable IT infrastructures to manage it [3], 

[4]. Adoption of AI in administrative and governance frameworks, notably those in developing nations, 

introduces an additional layer of complexity because systems need to be technologically aligned, ethical, and 

traceable [5, 6]. Furthermore, research on AI-driven anomaly detection has increased due to the convergence 

of cybersecurity and financial activities, particularly in areas susceptible to over-utilization, coding fraud, and 

billing abuse [7], [8]. 
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Some recent studies believe that scalable cloud-based platforms are essential to achieving predictive, real-

time analytics for medical finance [11], [12]. In contrast, others support merging AI with IoT, EHRs, and 

cloud infrastructure to create transparent and sustainable health billing procedures [9], [10]. Utility-focused 

Artificial Intelligence in back-end financial processing is still poorly understood, despite significant 

advancements in diagnostic AI systems and cardiovascular imaging [13]. How big data architectures can be 

set up to assist fraud detection and regulatory compliance for vital public infrastructure is another area of 

increasing attention [14], [15], and [16]. For handling complicated billing data, these studies stress the value 

of containerization, API-based deployments, and horizontally scalable analytics pipelines [17], [18]. 

 

Most currently available solutions ignore issues like real-time stream ingestion, log traceability, model 

retraining, and interface with operational dashboards in favour of algorithm accuracy over deployment 

viability. To bridge this gap, this paper presents a scalable big data pipeline for anomaly detection in medical 

billing using Apache NiFi, Kafka and Spark. The proposed architecture supports real-time ingestion, stream 

analytics and parallel feature engineering, while machine learning models such as XGBoost and Autoencoders 

are deployed for high-throughput scoring. The system is containerized and optimized for production-grade 

deployment, enabling accurate fraud detection across large-scale medical billing datasets. This work 

contributes a deployable, transparent, infrastructure-aligned solution that supports intelligent healthcare 

finance analytics in real-time environments. While several approaches highlight AI’s potential in digital 

finance and medical fraud detection, few provide a full-stack implementation roadmap aligned with big data 

best practices [19], [20].  

 

Most current solutions ignore issues like real-time stream input, log traceability, model retraining, and 

interface with operational dashboards in favour of algorithm accuracy over deployment viability. This study 

uses Apache NiFi, Kafka, and Spark to create a scalable big data pipeline for medical billing anomaly 

detection to close this gap. While machine learning models like XGBoost and Autoencoders are used for high-

throughput scoring, the suggested architecture facilitates real-time ingestion, stream analytics, and concurrent 

feature engineering. Because of its containerization and production-grade deployment optimization, the 

system can accurately detect fraud in big medical billing datasets. A deployable, transparent, and 

infrastructure-aligned solution that facilitates sophisticated healthcare financial analytics in real-time settings 

is made possible by this study. 

 

2. Literature Review 

 

Determining anomalies in intricate datasets is crucial for creating reliable, robust AI systems [1], particularly 

when those systems affect industries that interact with the public, such as insurance, health finance, and digital 

claims auditing [2]. Researchers have highlighted the significance of scalable IT infrastructures to manage 

healthcare data as it becomes increasingly organized around electronic medical records and automated billing 

systems [3], [4]. 

 

The proliferation of smart infrastructure and electronic medical records (EMRs) is a major factor driving the 

shift to data-driven healthcare. The revolutionary effects of EMR systems on care quality and cost reduction 

were illustrated by Hillestad et al. [3]. Dey et al. [4] investigated how machine learning approaches may 

reliably identify billing fraud inside extensive medical datasets by integrating billing systems and patient 

records. They validated their methodology using actual medical claims. Further exploring AI governance, 

Zeng [5] demonstrates how regional regulatory frameworks impact the development and application of 

intelligent healthcare technologies. These studies collectively provide a strong basis for using AI in organised 

healthcare environments. 

 

The application of ML models for billing pattern categorization and customer prediction has been the focus 

of recent studies. Zulaikha et al. [6] used AI for customer analytics to show how decision systems may pick 

up on behavioural patterns. This idea was further upon in digital banking by Yussuf et al. [7], who found that 

ML algorithms improved cybersecurity risk assessments, especially in financial datasets prone to fraud. Lainjo 

[8] examined how AI usage varies worldwide and emphasized how unequal access to smart technologies 

might make systems like billing infrastructures more vulnerable. These studies raise awareness regarding 

deployment fairness and show the viability of incorporating ML into backend health finance activities. 
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Scalable, dispersed infrastructures are necessary for integrating ML models into real-time systems. To provide 

intelligent, sustainable healthcare solutions, Naithani et al. [9] suggested frameworks combining big data 

analytics, EHRs, and IoT to provide intelligent, sustainable healthcare solutions. Schönberger [10] 

strengthened the case for infrastructure-aware deployment by comprehensively studying the moral and legal 

issues surrounding AI in healthcare. Agrawal et al. [11] emphasized the need for scalable governance in their 

macroeconomic analysis of AI's policy implications. Chitturu et al. [12] showed how digital transformation 

lays the foundation for anomaly detection pipelines by coordinating Southeast Asia's healthcare development 

with AI maturity models. 

 

Cardiovascular AI systems, such as those Dey et al. [13] describe, concentrate on diagnostic results, but there 

is still a lack of attention to back-end financial anomaly detection. Burman et al. [14] suggested AI solutions 

for utilities comparable to billing systems regarding data volume and real-time constraints. Maharjan [15] and 

Ahmad [16] laid the technical groundwork for real-time fraud mitigation by highlighting the crucial role that 

big data plays in fraud analytics and cyber resilience. Few studies, meanwhile, offer end-to-end streaming 

pipelines that combine real-time classification, modelling, transformation, and ingestion. While Nama et al. 

[20] investigate AI-driven advancements in cloud resource management that allow predictive systems to 

operate well under load, Rane [17], Kumar [18], and Samuel [19] all agree on the necessity of containerized 

and scalable fraud analytics tools. The collective findings of this research indicate a deficiency in 

implementing scalable, intelligent, and production-ready systems for detecting anomalies in medical billing. 

 

Table 1: Literature Review Summary Table 

 

Research 

Papers 

Study Focus Area Contribution Technology Used Relevance to This 

Study 

Hillestad et al. 

[3] 

HER Systems & 

Healthcare 

Transformation 

Demonstrated 

digitization 

potential in 

healthcare 

administration [3] 

Electronic Health 

Records (EHRs) 

Data foundation for 

billing analytics 

Zulaikha et al., 

Dey et al. 

[6],[13] 

AI in Fraud 

Detection 

Highlighted role of 

ML models in fraud 

detection [6], [13] 

SVM, Decision 

Trees, Neural 

Networks 

Core detection 

algorithms 

Rane, Kumar 

[17], [18] 

Big Data in Real-

Time Analytics 

Scalable analytics 

in cloud 

environments [17], 

[18] 

Hadoop, Spark, 

Cloud Platforms 

Enables large-scale 

data processing 

Maharjan, 

Ahmad, Samuel 

[15], [16], [19]  

Cybersecurity & 

Financial Fraud 

AI-based fraud 

detection in finance 

[15], [16], [19]  

Predictive ML, 

Anomaly 

Detection, 

Clustering 

Fraud model 

adaptation in 

medical billing 

Naithani et al., 

Nama et al. [9], 

[20] 

Smart Healthcare 

Convergence 

Integration of AI, 

IoT and Big Data 

[9], [20] 

IoT Devices, Real-

Time Monitoring 

Systems 

Intelligent medical 

infrastructure 

Zeng, Lainjo, 

Agrawal et al. 

[5], [8], [11] 

 

Legal & Ethical 

Implications of AI 

Regulatory and 

privacy concerns in 

AI [5], [8], [11] 

Policy 

Frameworks, 

Governance 

Models 

Ensures ethical 

deployment of 

models 

 

3. Proposed System Architecture 

The suggested architecture combines big data pipelines and machine learning models to find extensive 

medical billing data irregularities. Using Apache Kafka, real-time data ingestion is accomplished from 

electronic health records and hospital billing systems. Apache Spark cleans, transforms, and analyses this 

streaming data before storing it in the Hadoop Distributed File System (HDFS) for scalable access. GBDT for 

structured billing attributes and LSTM for sequential claim histories are combined in a hybrid learning engine. 

To increase accuracy, predictions from both models are combined. Claims deemed high-risk are marked and 

forwarded to a decision layer for examination. To guarantee scalability and security, the system is 

containerized for deployment in cloud settings. 
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3.1 Architectural Overview 

 

The architecture comprises five key layers: 

1. Data Ingestion Layer: 
This layer gathers semi-structured and structured medical billing data from electronic health records 

(EHRs), third-party payers, and hospital billing systems. It manages real-time streaming of large 

amounts of transactional data with Apache Kafka. Its distributed architecture guarantees fault 

tolerance, scalability, and low latency in recording incoming claim records. The ingestion layer 

ensures that all operational and financial data is regularly and reliably fed into the system. 

 

2. Processing and Transformation Layer: 
Data enters the preprocessing layer after being ingested, where Apache Spark processes it in parallel 

for maximum efficiency. This step manages crucial tasks such as eliminating duplicate or missing 

entries, standardising medical codes (such as CPT or ICD), transforming categorical data into 

machine-readable formats, and creating the sequential patterns required for temporal models. For 

additional analysis and model training, the improved data is then saved in the Hadoop Distributed File 

System (HDFS), which provides distributed and fault-tolerant storage. 

 

3. Machine Learning Engine Layer: 
Long-short-term memory (LSTM) networks and Gradient-Boosted Decision Trees (GBDT) are the 

main models in this component. LSTM concentrates on temporal sequences like recurring claims, odd 

treatment gaps, or aberrant billing patterns over time. However, GBDT is trained on static, structured 

information like patient demographics, claim costs, and procedure metadata. These two models, which 

were developed separately, capture instantaneous and longitudinal fraud signs. 

 

4. Model Ensemble Layer: 
This layer uses a weighted ensemble technique to combine the outputs from GBDT and LSTM. By 

integrating the advantages of sequential and static models, this fusion increases the prediction's 

resilience. To improve overall memory and precision, the ensemble gives each billing instance a 

confidence score and classifies it as normal or abnormal. 
 

5. Anomaly Detection and Risk Scoring Layer: 
This final layer identifies unusual or suspicious billing transactions based on the outputs from the 

GBDT and LSTM models. It calculates an anomaly score for each transaction by combining both 

model predictions. The transaction is flagged as anomalous if the score exceeds a set threshold. For 

example, if a person pays ₹1000 monthly for medicine but suddenly switches to a cash payment 

without proper record, this layer detects that change in behaviour. It ensures such off-pattern activities 

are caught in real-time, even if the transaction amount remains unchanged. This layer is key in 

detecting hidden fraud in the medical billing system. 
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Figure. 1: Architecture for Anomaly Detection in Medical Billing Systems 

 

The novelty of our proposed architecture lies in its integration of insights from over 20 key studies to construct 

a unified, production-grade anomaly detection framework specifically tailored for healthcare billing systems. 

Our architecture presents a novel combination of real-time big data input, parallel preprocessing, and hybrid 

anomaly detection using static (GBDT) and temporal (LSTM) models, in contrast to previous efforts 

concentrating only on algorithmic accuracy or isolated components. In addition to detecting abnormalities 

precisely, this layered design ensures the system grows smoothly across high-velocity billing data streams. 

The architecture provides a comprehensive and deployable solution combining ensemble-based risk 

assessment with distributed computing technologies, a clear innovation in medical billing fraud analytics. 

 

3.3 Mathematical Formulation 

Let: 

X = {x1,x2,...,x3} be the structured billing feature vector for a transaction 

H = {h1,h2,…,ht} represents the temporal sequence of historical claims for a provider or patient 

 

Y ∈ {0,1} be the binary output label: 0 = normal, 1 = anomalous 

𝑦̂ ∈ [0,1] be the predicted probability of anomaly 
 

GBDT-based Supervised Model 

The GBDT model fGBDT(X) is trained on labelled structured data using binary cross-entropy loss: 

𝑦̂GBDT = fGBDT(𝑋) 

ℒ =  ∑ l

𝑛

𝑖=0

 (𝑦𝑖, 𝑦̂𝑖) +  Ω(f) 

Where, 

𝑦̂𝑖 = f(xi) is the predicted output 

l Is the binary cross-entropy loss 

Ω(f) is a regularization term to prevent overfitting 

 

LSTM-based Temporal Model 

The LSTM model learns sequential risk patterns: 

𝑦̂LSTM =  σ (W ⋅ ht + b)  
Where, 

ht is the final hidden state after processing sequence H 

Σ is the sigmoid activation function 

W, b are learnable parameters 
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Ensemble-Based Risk Scoring 

The output of both models is combined through a weighted ensemble function: 

𝑦̂ =  λ1 ⋅ 𝑦̂GBDT +  λ2 ⋅ 𝑦̂LSTM  
Subject to 

λ1 + λ2 = 1 

Final Classification Decision 

An anomaly is flagged when the final risk score exceeds a threshold τ: 

𝑦 = {
1, 𝑖𝑓 𝑦̂  ≥  τ 
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

 

 

4. Result Analysis 

The suggested architecture was implemented in a distributed computing environment to mimic a big data 

pipeline for medical billing anomaly detection. Using Ubuntu 22.04, the system was set up on a cluster with 

NVIDIA Tesla T4 GPUs, 128 GB of RAM, and Intel Xeon processors. To handle data ingestion, Apache 

Kafka streamed real-time billing data into Apache Spark for preprocessing and transformation. Spark was set 

up in standalone cluster mode for batch analytics, temporal windowing, and feature extraction. All model 

training was completed using Python 3.10 and the Scikit-learn, TensorFlow, and XGBoost libraries. A 

weighted averaging technique created an ensemble of Long Short-Term Memory (LSTM) and Gradient 

Boosted Decision Trees (GBDT) models. For scalable, fault-tolerant deployment, the entire system was 

orchestrated using Kubernetes and containerized using Docker. To track data flow, model delay, and anomaly 

prediction performance, Grafana and Kibana were combined. The requirements of a production-grade 

healthcare billing anomaly detection system were met by this configuration, which allowed for real-time 

scoring and continuous ingestion. 

 

Diagnosis-Related Group (DRG) definitions, provider locations, total discharges, average covered charges, 

and Medicare payments are among the features included in the dataset, including comprehensive billing 

records from U.S. providers. The dataset was converted into a format for supervised learning following 

preprocessing and standardization. A binary classification job with two classes, 0 (Normal Claims) and 1 

(Anomalous Claims), was created by artificially labelling anomalous cases based on statistical aberrations in 

payment ratios and discharge frequencies. Using stratified sampling, the final dataset was split into 70% 

training, 15% validation, and 15% test sets. It had 18 numerical and categorical features. By simulating real-

world claim anomalies, this data structure allowed the system to validate the efficacy of the suggested big 

data-driven machine learning process. 

 

Dataset Link: - https://www.kaggle.com/datasets/prasad22/healthcare-dataset/data 

 

Gradient Boosted Decision Trees (GBDT), Long Short-Term Memory (LSTM), and a hybrid ensemble model 

were the three machine learning configurations used to assess the suggested anomaly detection pipeline. 

Billing amounts, discharge frequencies, and provider data were the structured input elements to train GBDT. 

Its goal was to find point anomalies in static billing information quickly. The LSTM model was created to 

identify patterns in time-series sequences to manage sequential dependencies in claim submissions. It might 

therefore be used to identify temporal irregularities like billing bursts or repetitive coding. Finally, a weighted 

averaging technique was used to merge the outputs of GBDT and LSTM in the hybrid ensemble, which 

enabled the model to learn static and dynamic fraud signatures. Each model was trained, verified, and 

evaluated using stratified splits of the Kaggle healthcare billing dataset. 

 

Table 2: Result Analysis Summary Table 

 

Model Precision 

(%) 

Recall (%) F1 Score 

(%) 

Accuracy 

(%) 

AUC-

ROC 

GBDT 88.2 90.1 89.1 88.8 0.945 

LSTM 85.7 92.6 89.0 87.9 0.951 

Hybrid 

Ensemble 

90.4 94.2 92.2 91.0 0.968 
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Figure 2: Comparative Analysis of GBDT, LSTM and Hybrid Models 

 

The hybrid ensemble beat the individual learners among all the assessed models, obtaining the best F1 score 

(92.2%) and the highest accuracy (91.0%). Results are showing a remarkable distinction between legitimate 

and fraudulent claims. The ensemble model successfully counterbalanced the advantages of LSTM's recall on 

temporal sequences and GBDT's accuracy on structured data. Because of this, it is the best model for detecting 

anomalies in healthcare billing systems on a wide scale in real time. It is advised that the hybrid ensemble be 

used in production settings where fraud monitoring must be accurate and interpretable because of its strong 

performance on all evaluation measures. 

 

5. Conclusion and Future Scope 

This study presents a scalable big-data architecture of anomaly detection in medical billing using a 

combination of GBDT and LSTM models integrated into a distributed processing pipeline. High-performance 

fraud detection at scale is made possible by the system's efficient handling of real-time data intake, 

preprocessing, and hybrid model inference through cloud-native infrastructure. According to experimental 

data, the hybrid ensemble outperformed individual models on all significant assessment criteria, achieving an 

F1 score of 92.2% and an AUC-ROC of 0.968. The approach improves the precision and dependability of 

detecting suspicious transactions by combining structured and sequential examination of claims. Through 

clever, automated audits, our work offers a solid and implementable strategy that can improve the financial 

integrity of healthcare institutions. 

 

Future work will expand the system’s applicability across heterogeneous datasets from multiple geographies 

and billing systems. Incorporating semi-supervised anomaly detection techniques can further enhance model 

adaptability to unseen fraud patterns. Furthermore, real-time feedback loops and incremental learning 

procedures might be investigated to enhance model responsiveness in changing billing contexts. Lastly, 

incorporating secure federated data pipelines and blockchain-based audit trails can guarantee adherence to 

privacy laws while preserving workflow openness for anomaly investigations. These directions will enhance 

the architecture's usefulness in operational healthcare analytics and fraud protection. 
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