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ABSTRACT: 

The role of social media algorithms in information warfare and radicalization has raised concerns across the 

globe. This research paper explores how these algorithms, particularly those on platforms like Twitter, 

Facebook, and YouTube, can be manipulated to influence public opinion and propagate extremist ideologies. 

The paper examines the potential for social media algorithms to create "radical filter bubbles," where 

individuals are exposed to increasingly extreme content based on their previous interactions. By amplifying 

such content, these platforms can contribute to the radicalization of individuals and pose a threat to national 

security. 

Through a combination of qualitative and quantitative research, including surveys and case studies, this 

paper looks into the mechanisms by which social media platforms facilitate information warfare. It highlights 

real-world examples of extremist groups using these algorithms to recruit and spread propaganda. The 

analysis further discusses how governments and social media companies can counter by increased 

transparency, stricter regulations, and media literacy.  

This study concludes that while social media can serve as a tool for positive discourse, unchecked 

algorithmic manipulation has the potential to destabilize societies and threaten democratic processes. 

INTRODUCTION: 

In the digital age, social media has transformed how people communicate, consume information, and form 

opinions. Platforms like Twitter, Facebook, and YouTube etc have a vast global reach, and have become 

central to information sharing and public discourse. However, the algorithms1 powering these platforms, 

which determine what users see, have significant implications rather than just content for personal 

                                              

1Algorithms: “It’s a mathematical set of rules specifying how a group of data behaves. In social media, algorithms help maintain 
order and assist in ranking search results and advertisements. On Facebook, for example there is an algorithm that directs pages 

and content to display in a certain order” - How Do Social Media Algorithms Work? | Digital Marketing 
Institute 

http://www.ijcrt.org/
https://digitalmarketinginstitute.com/blog/how-do-social-media-algorithms-work
https://digitalmarketinginstitute.com/blog/how-do-social-media-algorithms-work
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consumption. Sometimes, algorithms have been actively used to shape the flow of information, influence 

user’s opinions and behavior fulfilling malicious purposes. 

The digital content is not benign anymore. Those who know the tools well, will release content as per 

specifications or intention. “Behind the quintillions of bytes, behind our computers’ ever-growing processing 

power, is an organizing scheme in the form of the algorithm. Like data, algorithms can be human- or 

machine-generated. And although an ancient idea, the algorithm has – or so I will argue – reached a tipping 

point in terms of its cultural operations: it is now being deployed in ways that redefine long-held subject-

object relationships and, in so doing, it poses some rather fundamental epistemological2 questions.”3  

Therefore the role of algorithms have become more pronounced in customized information warfare4, leading 

to radicalisation5 and dire consequences for human kind.   

Now various extremist groups, terror organizations and non-governmental actors with pan-global presence 

can pose a significant threat to sovereignty of nation states by propaganda6, which can have negative 

influence on netizens and may lead to recruiting followers or destabilizing political systems by spreading 

rumors and manipulating the sentiments of people. 

This has led to a series of shifts from traditional warfare to an emerging digital warfare in social media 

platforms, particularly what is troubling is the potential of social media to amplify extremist messages 

leading to increase in echo chambers7 and filter bubbles8 where radical ideologies can thrive. 

 

Social media is also used as a positive reinforcement platform by governmental agencies to counter these 

negative streams of information, processed, produced and disseminated in the public platforms. So the 

government authorities and regulators have to be vigilant at all times. But in my research paper, I’m trying to 

look at the role of “The Role of Social Media Algorithms in Information Warfare and Radicalisation". My 

research question is based on the hypothesis that social media algorithms definitely influence public behavior 

and ultimately influence public opinion and disturb peace and order and sometimes de-stabilize nations.   

 

An example can be of the Dark Web9, where users sell weapons, bombs, illegal items such as drugs etc and 

even disturbing content is also present within the dark web. This has also created a safe space for terrorists 

                                              

2Epistemological: It refers to asking questions about knowledge, how it is acquired, justifications, as well as re-assessing existing 
knowledge. 

3Uricchio-DataCultureAmbivalence-2017.pdf  
4information warfare: “It’s a strategic use of information to gain an advantage over adversaries and can involve the 
dissemination of propaganda, misinformation and disinformation, cyber espionage, psychological operations (PSYOPS) and the 

manipulation of data and communication channels to influence public perception and decision making behavior” - THE ROLE 
OF SOCIAL MEDIA IN INFORMATION WARFARE 
5Radicalisation: “It’s action or process of causing someone to adopt racial positions on political or social issues” - Google 

Dictionary 

6Propaganda: “It’s a form of persuasion that is often used in media to further some sort of agenda, such as personal, political, 

business etc, by evoking the emotional and social aspect of users on social media platforms.” - Propaganda through 
media - Wikipedia   
7Echo chamber: “In social media, this term refers to an environment or ecosystem in which participants encounter beliefs that 
amplify or reinforce their preexisting beliefs by communication and repetition inside a closed system and insulated from rebuttal.” 

- Echo chamber (media) - Wikipedia  
8Filter bubbles: “It’s a state of intellectual isolation, in which a result from personalized searches, recommendation systems and 
algorithmic curation. These search results are typically based on information about the user, such as their location, past click-

behavior and search history” - Filter bubble - Wikipedia  
9 

http://www.ijcrt.org/
https://drive.google.com/file/d/1dvn5Gu5UrQiq38_GLJrg-Qm6o5AFvKdt/view
https://www.linkedin.com/pulse/role-social-media-information-warfare-khurshid-khan-abkfc#:~:text=Definition%20of%20Information%20Warfare&text=This%20can%20involve%20the%20dissemination,decision%2Dmaking%2C%20and%20behavior
https://www.linkedin.com/pulse/role-social-media-information-warfare-khurshid-khan-abkfc#:~:text=Definition%20of%20Information%20Warfare&text=This%20can%20involve%20the%20dissemination,decision%2Dmaking%2C%20and%20behavior
https://en.wikipedia.org/wiki/Propaganda_through_media
https://en.wikipedia.org/wiki/Propaganda_through_media
https://en.wikipedia.org/wiki/Echo_chamber_(media)#:~:text=In%20news%20media%20and%20social,system%20and%20insulated%20from%20rebuttal
https://en.wikipedia.org/wiki/Filter_bubble
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and extremists groups like ISIS, to disseminate propaganda, plan attacks and recruit new members. These 

groups often share training manuals, encrypted messages strategies and violent ideologies that feed into 

broader online radicalisation efforts. All the chatter on the dark web needs to be monitored by the 

government. 

 

As Reed et al suggested in the article titled “Radical Filter Bubbles Social Media Personalisation Algorithms 

and Extremist Content”, that personalization of algorithms on platforms such as YouTube could create 

“radical filter bubbles”, where “interaction with extremist content increases the likelihood that users will be 

recommended even more extreme content,” accelerating the path towards radialization (Reed-

RadicalFilterBubbles-2021.pdf). This is said again by Jarred Prier in his article titled “Commanding the 

Trend: Social Media as Information Warfare” describes how state and non-state actor have mastered the art 

of “commanding the trend” by manipulating algorithms to promote their narratives, taking advantage of 

social media's capacity to amplify messages quickly and widely (Social Meida as an Information Warfare 

by Jarred Prier.pdf). 

LITERATURE REVIEW:  

1. Radical Filter Bubbles Social Media Personalisation Algorithms and Extremist Content 

Author(s): Alastair Reed, Joe Whittaker, Fabio Votta and   Seán Looney 

Royal United Services Institute (RUSI) (2021) 

Stable URL: https://www.jstor.org/stable/resrep37297 

 

The article "Radical Filter Bubbles: Social Media Personalisation Algorithms and Extremist 

Content" by Alastair Reed and colleagues investigates how social media platforms personalize 

content and potentially amplify extremist material. It explores the role of recommender systems, 

particularly YouTube, in pushing extreme right-wing content after user interaction. The study also 

examines Reddit and Gab, finding no significant evidence of similar amplification on these platforms. 

The authors suggest that social media companies increase transparency, limit harmful content, and 

collaborate with researchers to address the risks posed by these algorithms 

 

2. Is Social Media a Threat or Can It Be a Trusted Agent? 

         Author(s): WD Ward, KS Cole-Miller, A Fruhling and K    Dempsey-Cooper 

         Source: Journal of Information Warfare, Vol. 15, No. 1 (2016), pp.  76-89 

         Published by: Peregrine Technical Solutions 

         Stable URL: https://www.jstor.org/stable/10.2307/26487482 

 

The article "Is Social Media a Threat or Can It Be a Trusted Agent?" by WD Ward and colleagues examines 

the concerns around social media's impact on national security, particularly in the U.S. Department of 

Defense (DOD). While social media can be a threat due to risks like phishing and hacking, the authors argue 

that it also has the potential to be a trusted tool for information sharing. They propose a trust framework to 

assess the reliability of social media information, aiming to help leaders make informed decisions. The 

framework includes factors like information quality, security, and user knowledge 

 

 

 

 

 

http://www.ijcrt.org/
https://drive.google.com/file/d/1q_7TsNEhmYg1BJ5-O_2woh2rF_RuAQaE/view
https://drive.google.com/file/d/1q_7TsNEhmYg1BJ5-O_2woh2rF_RuAQaE/view
https://drive.google.com/file/d/1uB9dI-9MsPSz2UhP97Q6X4OGnzGTdhsP/view
https://drive.google.com/file/d/1uB9dI-9MsPSz2UhP97Q6X4OGnzGTdhsP/view
https://www.jstor.org/stable/resrep37297
https://www.jstor.org/stable/10.2307/26487482
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3. Chapter Title: Data, Culture and the Ambivalence of Algorithms Chapter Author(s): William 

Uricchio 

Book Title: The Datafied Society 

Book Subtitle: Studying Culture through Data 

Book Editor(s): Mirko Tobias Schäfer and Karin van Es 

Published by: Amsterdam University Press 

Stable URL: https://www.jstor.org/stable/j.ctt1v2xsqn.13 

 

In the chapter "Data, Culture, and the Ambivalence of Algorithms" from The Datafied Society, William 

Uricchio discusses how algorithms, while not new, have gained unprecedented power in shaping cultural 

production due to advancements in big data and computational technology. He explores how algorithms are 

reshaping traditional notions of authorship, agency, and cultural production, raising concerns about the 

opaque nature of algorithmic processes and the potential for their use to reinforce existing power structures. 

Uricchio urges for critical examination of algorithms, advocating for a new literacy to understand and 

critique their cultural impact.  

 

Commanding the Trend: Social Media as Information Warfare 

Author(s): Jarred Prier 

Source: Strategic Studies Quarterly, Vol. 11, No. 4 (WINTER 2017), pp. 50-85 

Published by: Air University Press 

Stable URL: https://www.jstor.org/stable/10.2307/26271634 

 

In the article "Commanding the Trend: Social Media as Information Warfare," Jarred Prier explores how 

social media platforms are used as tools for modern information warfare. The paper examines how both state 

and non-state actors manipulate social media algorithms to spread propaganda and influence public opinion. 

Two case studies are presented: one involving ISIS, which used social media to recruit and spread terror, and 

the other focusing on Russia's efforts to interfere with the 2016 U.S. presidential election. The article 

highlights the growing threat of social media manipulation as a method of warfare and emphasizes the need 

for better awareness and countermeasures. 

 

After analyzing the following summaries of the given article, we can see that platforms like Youtube, X, 

Facebook’s etc complex algorithms are not completely in the open and therefore there is limited research on 

how content is promoted. Jarred Preir’s Article discusses only short term impact of social media propaganda 

and doesn’t focus on societal effects of constant exposure to manipulated information. There is a gap in 

overall strategies to counter information warfare, often it’s reactive and not proactive and Preemptive 

measures by government or tech companies are still not mature enough to tackle vicious attacks on social 

media campaigns. 

My research is an attempt to understand how social media algorithms enhance information warfare and also 

I’ll try to look for solutions to see how genuine public discourse and political engagement is sanitized from 

bot networks and special algorithms which amplify manipulated messages. 

 

 

 

 

 

 

 

http://www.ijcrt.org/
https://www.jstor.org/stable/j.ctt1v2xsqn.13
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METHODOLOGY: 

 

Research Design:  

I’ve used both quantitative and qualitative research methods, I’ve designed a survey to collect data from 

various user both at school and from professionals and government servants on “Social Media Algorithms 

and Information Warfare”.10 

 

Data Collection: 

I’ve read an article on “ISIS and Innovative Propaganda Confronting Extremism in the Digital Age” by 

Dylan Gerstel11, who basically outlined the sophisticated propaganda template of ISIS, who targets people 

with weak sense of identity and uses Twitter accounts which are sympathetic to Jihadists and Muslim 

Camaraderie by posting explicit and emotional videos to persuade the greatness of Islam and have foreigners 

in fact Americans editing the key videos. For example, a German Rapper named Deso Dogg played a key 

role within Al-Hayat Media, ISIS’s propaganda machine is far more advanced than AL-Qaeda. They use 

Hollywood style hour long movies depicting life in Khilafat and Victories of the Islamic states. John Cantile, 

A british news hostage, taken prisoner, hosted many expose style programs about life in Khalifat. Their 

magazine Dabiq is visually impressive and is filled with articles written by Westerners.  

 

So, basically the talent pool for “Social Media Algorithms in Information Warfare and Radicalisation” can be 

from any part of the world regardless of nationality, They have people who are either making content under 

pressure or it’s just a job done for cash and the creator doesn’t care about the implications that his creation 

would bring. 

 

Analysis Framework: 

 

I’ve asked the following 9 questions, via google form: 

 

How often do you use social media platforms (e.g., Facebook, Twitter, Instagram)? 

 

                                              

10https://docs.google.com/forms/d/1kdf16ePHx0-y3INwSRNs9MMKGiLv8HMnkin7GAs9428/edit  
11ISIS and Innovative Propaganda Confronting Extremism in the Digital Age - Dylan Gerstel  

http://www.ijcrt.org/
https://docs.google.com/forms/d/1kdf16ePHx0-y3INwSRNs9MMKGiLv8HMnkin7GAs9428/edit
https://works.swarthmore.edu/cgi/viewcontent.cgi?article=1004&context=swarthmoreirjournal


www.ijcspub.org                                       © 2024 IJCSPUB | Volume 14, Issue 4 November 2024 | ISSN: 2250-1770 

IJCSP24D1046 International Journal of Current Science (IJCSPUB) www.ijcspub.org 445 
 

1. To what extent do you agree with the statement: "Social media algorithms influence the content 

I see on my feed." 

 

2. Which social media platforms do you think are most effective in influencing public 

opinion? 

 

(School) 

 

 

 

http://www.ijcrt.org/
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(Outside School) 

3. Can you recall an instance where social media trends or viral content swayed your opinion on a 

particular issue? 

Some of the summary of responses are as follows: 

1. Influence on Purchases: Many respondents recalled instances where advertisements on platforms 

like Facebook or Instagram influenced their decisions to buy products, ranging from mountain gear to 

random purchases. 

2. Political and Social Issues: Several responses highlighted how social media content shaped their 

views on political matters such as elections (e.g., Indian elections, US elections), social movements 

(e.g., Black Lives Matter, Free Palestine), and current global events (e.g., Gaza, Ukraine war).  

3. Awareness of New Issues: Respondents noted how social media introduced them to unfamiliar 

issues, such as the Uyghur situation in China or the Cambridge Analytica scandal. 

4. Misinformation and Perception: Some responses showed a concern about how social media 

algorithms influenced their understanding of issues, reinforcing certain perspectives or spreading 

misinformation. 

5. Resistance to Influence: A number of participants claimed that they were not easily influenced by 

social media, with some going out of their way to fact-check information or avoid social media 

entirely. 

6. Health and Safety: Health-related topics like COVID-19, vaccine effectiveness, and women’s safety 

also came up, with respondents mentioning how social media influenced their views on these matters.  

7. Entertainment and Lifestyle Choices: Some responses indicated how social media affected choices 

in movies, series, and lifestyle habits such as gardening or wellness practices. 

http://www.ijcrt.org/
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Responses_Question_4_Social_Media_Algorithms.docx 

5. How concerned are you about the spread of misinformation on social media platforms? 

 

Q.6 On a scale of 1 to 5, how much do you trust the content recommended by social media 

algorithms? 

 

http://www.ijcrt.org/
https://docs.google.com/document/d/100JjcmY4t_6xenmiHZRgc8kYhuX7rfc1/edit
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Q.7 What are your thoughts on the concept of "commanding the trend" as described in the excerpt? 

Do you think it's an ethical practice? Why or why not? 

1. Concerns About Manipulation: 

 Many respondents expressed concerns that "commanding the trend" involves influence which 

exploits people’s views unknowingly. 

 This practice is dangerous and unethical as, both the educated people, as well as the less informed and 

uneducated lot, also get influenced. 

2. Influence of Powerful Entities: 

 Big tech companies, which have both money and world wide influence, due to technology use this 

strategy to control public narrative and shape public opinions. It’s all the more dangerous, if radical 

elements pay these big tech companies to serve their interest. 

3. Diverse Ethical Perspectives: 

 Some respondents see it as a neutral tool that can be used for marketing or strategic purposes, while 

others think that it’s only for manipulation. 

           4. Impact on Public Opinion: 

 Respondents expressed concerns about how this trend can skew public perception, making it difficult 

for persons to maintain their independent and unbiased thoughts. 

5. Neutral Views: 

 A minority of respondents view the practice as a strategic or business tool that isn't inherently good or 

bad, depending on its use. 

Responses_Question_7_Commanding_Trend.docx 

        Q.8 In your opinion, how do you think the strategic use of social media trends, as mentioned in 

the excerpt, impacts democracy and public trust in media? 

 Key Impacts Summarized: 

 Erosion of Public Trust in Media: Many respondents felt that social media trends undermined trust in 

traditional media sources like newspapers and researched articles. Social media platforms amplify 

misinformation and sensationalize to increase their TRP12 ratings. 

 Manipulation of Democratic Processes: Majority respondents were concerned about social media, 

influencing democratic processes and public opinion in non-transparent or unethical ways. 

 Misinformation and Bias: Wide spread use of fake and biased content on social media is seen as a 

growing threat especially for less informed public like unemployed youth etc. 

                                              

12TRP: “Target Rating Points (TRPs) is a metric used in advertising that tells a company which percentage of its 
target audience sees its advertisements.” - https://www.adjust.com/glossary/target-rating-points/  

http://www.ijcrt.org/
https://docs.google.com/document/d/112hDqYqpLHrNQwhvGaZbjOyTrc3dXk9T/edit?usp=drive_web&ouid=103108138552681948552&rtpof=true
https://www.adjust.com/glossary/target-rating-points/
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 Shaping Political Opinions: Social media serves as a powerful tool for shaping political opinions, and 

this strategic use can both empower and mislead users. 

 Potential Positive Use: Some respondents believe that social media can raise awareness about 

important issues like gender equality, animal care, environmental issues etc and help to trigger 

democratic debates if used responsibly. 

Responses_Question_8_Social_Media_Impact.docx 

       Q.9 What do you believe is the most effective way to counteract the manipulation of social media 

trends? 

Key Impacts Summarized: 

1. Media Literacy Education: Media literacy is the most commonly suggested solution. Many believe 

that helping people understand how to critically analyze information and recognize manipulation is 

essential. 

2. Stricter Regulations: government regulation or platform-level regulations is often mentioned as a 

way to control manipulated trends and misinformation. 

3. Transparency from Social Media Companies: There is a desire for more transparency from social 

media platforms about how their algorithms work and how content is promoted. 

4. Developing Critical Thinking Skills: Encouraging users to develop their critical thinking skills is 

seen as a defense against falling prey to manipulation. 

5. Algorithmic Transparency and User Control: Many respondents feel that platforms should allow 

users more control over what they see and offer clearer insights into how algorithms curate their 

feeds. 

Responses_Question_9_Counteracting_Manipulation.docx 

The total responses from both school and outside school are 96 

Survey on Social Media Algorithms and Information Warfare by Jarred Prier (Responses2).xlsx 

Survey on Social Media Algorithms and Information Warfare by Jarred Prier (Responses1)  

ANALYSIS AND CONCLUSION: 

My Survey has brought out the fact very clearly that social media continues to dominate public perception 

and it’s very Important to note that, social media feed and content has a major role to play in terms of 

manipulating public opinion and societal norms. Social Media is such a decentralized platform that the 

creators of content at times, may not subscribe to the idea, but nonetheless execute and program content in 

such a manner that it becomes a tool for influencing the public. 

 

Social media is particularly dangerous in today’s day and age due to difficulty in immediately reaching out to 

the source of  verified and trusted information. The Social media world is very decentralized ,hence 

authenticity of information becomes a challenge for regulators . The Big tech companies which have huge 

social media platforms are not too transparent which also poses a problem. There is a need for a framework 

of trust to be built around responsible content to be put on social media.  

 

http://www.ijcrt.org/
https://docs.google.com/document/d/1ofHbeJ709gwRModVfQA9QSqXZmrc1eRO/edit
https://docs.google.com/document/d/1Moq0L0JslLjucJHNC_qxzVMbrHkeHdLI/edit
https://docs.google.com/spreadsheets/d/1JqQTdI6szcIAgFxDRDfGrdiMv4g6HQHT/edit?gid=2143237351#gid=2143237351
https://docs.google.com/spreadsheets/d/1xaRHDxgp9asK9deOV8-Upjf-elauhLE6JMOpO2khTDo/edit?resourcekey=&gid=1561126006#gid=1561126006
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Social media both enhances democracy and undermines it, depending on the content. If the truth is distorted, 

then public opinion and trust is broken and people cannot engage in critical thinking and form independent 

opinions which is necessary for our healthy political system. 

 

The ways to counter such manipulation, are as follows: 

1. Media literacy and critical thinking 

2. Stricter regulations 

3. Social media companies to be more transparent on how they use algorithms and give more power to 

the users to control what they see in their feeds. 

4. Algorithmic transparency, i.e allowing users to modify the algorithmic decisions shaping content.  

From my analysis, it’s clear that all my respondents are very much aware of the social media algorithms, 

trends and what Impact it has on public perception. They are aware about the ethics of this influence, 

especially regarding the manipulation, misinformation and influence on decision making. They all consider, 

that we should focus more on education and transparency, so that users are empowered to make informed 

decisions. The government also has a major role to play in controlling fake information, such as in India we 

have a fact check portal (PIB Fact Check) which checks the authenticity of news, some other examples are: 

FactCheck.org (U.S), BBC Reality Check (U.K), RMIT ABC Fact Check (Australia), Aos Fatos (Brazil) etc.  

 

 

RECOMMENDATION: 

 

1. Countries should have robust monitoring mechanisms for not only big tech companies, but also 

decentralized platforms in the gray zones. In the EU, the Digital Markets Act (DMA) and Digital 

Services Act (DSA) are good frameworks to ensure transparency in algorithms and content 

moderation practices. 

2. All countries should have a similar framework and share information with each other to stop 

deliberate manipulation of social media algorithms to perpetuate information warfare and 

radicalization. 
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