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Abstract : Phishing and malicious URLs have become an extensive concern for cybersecurity focusing on 

individuals, businesses, and government entities. Machine learning has therefore been identified as a robust 

solution for identifying automatically and precisely these types of threats. This literature review summarizes 

results from five recent papers that investigate several machine learning and deep learning methods, such as 

CNNs, LSTMs, Random Forests, Gradient Boosting, k-NN, Logistic Regression, and SVMs. They highlight 

feature engineering, binary visualization, real-time detection systems, and hybrid schemes in achieving high 

detection accuracy. They also accentuate the disadvantage of conventional blacklisting techniques and 

underpin the use of URL lexical features, domain-based heuristics, and image analysis-based techniques for 

their effectiveness in defeating dynamic phishing tactics. The collective findings attempt to give an overall 

picture of the present state of affairs in malicious URL detection research and influence future developments 

within this vital area. 

 

IndexTerms - Phishing Detection, Malicious URL, Chrome Extension, Random Forest, Convolutional 

Neural Networks (CNN), Long Short-Term Memory (LSTM), Real- Time Detection. 

 

INTRODUCTION 

 

Phishing is a cyberattack technique in which attackers manipulate individuals to reveal confidential 

information— such as usernames, passwords, credit card numbers, or personal details—by impersonating a 

trustworthy entity through emails, websites, text messages, or other online communication channels. Phishing 

attacks typically incorporate forged links that lead users to copycat sites resembling authentic services, 

prompting users to type in their credentials. Phishing may exist in different forms, including spear phishing 

(targeted attacker), clone phishing (imitations of genuine messages), and whaling (harassing high-profile 

targets). Increased pace of services going digital and increased reliance on internet-based systems have resulted 

in an incredible rise in cyberattacks, primarily phishing attacks which trust on humans through deceptive URLs. 

According to global cybersecurity research estimates, phishing alone accounts for a significant percentage of 

data breaches and monetary losses yearly [1]. Traditional detection techniques like URL blacklisting are unable 

to address zero-day as well as dynamically generated attacks, which is why smarter as well as more adaptive 

solutions are needed. Organizations and researchers are therefore considering developing intelligent detection 

systems on the basis of machine learning, deep learning, and hybrid approaches using classifiers that learn to 

detect and block phishing attacks from URL structure, content features, and behavioral patterns [2][3][4]. This 

literature survey discusses various methodologies proposed in five large studies, which use both supervised 

machine learning algorithms and deep learning models [1]-[5]. 
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LITERATURE REVIEW 

 

In this section a concise detail about the works of various authors about the Detection of Phishing URLs, in 

order to secure a web application has been discussed. 

Ferdaws and Majd proposed a dual-approach system that makes use of both machine learning and deep 

learning to identify phishing URLs [1]. They initially created a holistic feature engineering method that extracts 

24 lexical and structural features from URLs, including URL length, slash count, dot count, occurrence of 

special characters, digit count, and occurrence of IP addresses or suspicious tokens. Those features were 

subsequently employed to train classical machine learning models, such as Random Forest, SVM, and Decision 

Tree, with a high result of 92.8% F1-score. The authors then presented deep learning models—namely 

Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks—which do not 

require feature engineering and directly learn patterns from raw URLs. Those models had far superior 

performance compared to the traditional classifiers, with the highest resulting in 98.7% F1- score. The authors 

performed strict evaluations with a large dataset of more than 500,000 URLs and compared both methods using 

metrics such as precision, recall, accuracy, and F1-score and concluded that deep learning models are better 

suited to identify the intricate structures inherent in phishing URLs. 

Chavan and his group created a real-world phishing detector solution that combines machine learning with 

a browser plugin-based Chrome extension to provide real-time detection [2]. The approach starts with gathering 

a dataset from Kaggle, which consists of 11,504 instances with 32 URL-based features like domain age, HTTPS 

status, symbol existence, redirection, and page rank. These attributes were pre-processed and chosen to train a 

number of machine learning classifiers, such as K-Nearest Neighbors, Random Forest, Support Vector 

Machines, and Gradient Boost. Of these, Gradient Boost performed the highest with 96% precision and 97% 

F1-score. The model that was trained was deployed through Kaggle's cloud infrastructure and interfaced with 

a Chrome extension that scans URLs as users surf. The extension uses an API call to the model and warns if 

the site is phishing. This end-to-end approach actually counteracts zero-day phishing attacks by providing 

active detection capabilities in the user's environment. Experimental setups and system requirements were also 

given by authors, focusing on simplicity of use and implementation as top priorities. 

Mehndiratta and co-workers used a formal method to identify malicious URLs by machine learning based 

on a thoroughly prepared dataset collated from Kaggle and the Canadian Institute for Cybersecurity [3]. The 

dataset comprising around 100,000 examples had an even split of benign and malicious URLs. The authors 

performed preprocessing operations like cleaning, deduplication, and null value removal prior to extracting 14 

lexical features from every URL, such as digits, dots, hyphens, '@' symbols, and HTTP/HTTPS tags. They 

visualized these features to find patterns to differentiate malicious from benign URLs and utilized this analysis 

for feature selection. Two classifiers, K-Nearest Neighbors (kNN) and Logistic Regression, were trained using 

a 70:30 train-test split, with kNN recording the highest accuracy at 90.61%. The methodology also sought to 

stress the role of visual analytics in comprehending the character of phishing links, something usually neglected 

in comparable studies. Even as the study remained limited to lexical analysis, it can act as a starting point for 

future development involving HTML and JavaScript-based feature sets. 

Tanimu and Shiaeles took a new approach that combines image visualization methods with machine 

learning to identify phishing websites [4]. Their work started with the observation that phishing pages tend to 

imitate the visual make-up of actual websites. Therefore, they suggested converting URL and HTML features 

into binary image formats, which were applied as inputs to classification algorithms. The research used a 

combination of classifiers such as Random Forest, SVM, Naive Bayes, Logistic Regression, and Artificial 

Neural Networks. They mined various feature categories like domain-based, address bar- based, HTML-based, 

and behavior-based features from URLs. One of the key contributions of their approach was the use of visual 

similarity analysis through image encoding of webpage information, thus incorporating the visual 

impersonation feature of phishing that could be lost in traditional URL analysis. The study also examined 

different existing approaches, pointing out the limitations of blacklisting and content-based heuristics. 

Experimental results indicated Random Forest as the best classifier with a detection rate of 98.11%. The study 

concludes by providing suggestions for the extension of the image-based approach to real-time phishing 

detection systems. 

Reddy and Chandra created a comparative framework to detect phishing and malicious URLs through a set 

of machine learning algorithms [5]. Their approach was to first curate a dataset of both phishing and benign 

URLs, followed by feature extraction based on URL elements like protocol type, domain length, special 

characters, and hostname patterns. The features were employed to train and test various classifiers, such as 
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Decision Tree, Logistic Regression, Gradient Boosting, and Support Vector Machine (SVM). The authors 

emphasized testing each algorithm's performance in terms of accuracy, false positives, and false negatives. The 

authors' research indicated that Gradient Boosting and SVM gave the most accurate results, with accuracy over 

96% in some instances. One of the strengths of their methodology was the inclusion of several feature selection 

methods and an emphasis on lightweight models applicable for integration with security infrastructures. By 

considering practical applicability first, authors presented a scalable and effective approach to phishing 

detection based on empirical findings and comparative analysis of algorithms 

 

Table 1: Comparative Analysis of Machine Learning-Based Approaches for Phishing URL Detection 

 

Title Proposed Approach Advantages Limitations Resear

ch 

Result 

Phishing 

URL 

Detection 

Using 

Machine 

Learning and 

Deep 

Learning 

(Rawshon 

Ferdaws & 

Nahid 

Ebrahimi 

Majd) 

Feature 

engineering for 

classical ML (24 

URL features) and 

deep learning with 

CNN and LSTM 

without manual 

features. 

- Merging ML and DL 
- Deep learning with high 
performance 

- Handcrafted features not 

required in DL models 

- Feature 

engineering 

required for 

ML models 

- DL models 

require high 

computation 

CNN/LSTM: 
98.1% 
accuracy, 
98.7%    F1- 
score;

 M

L model: 

92.8% F1-

score 

Phishing 
Detection 

Using Machine 

Learning and 

Chrome 

Extension 
(Vishwanath D. 
Chavan et al.) 

URL feature 

extraction from 

Kaggle dataset and 

deployment through a 

Chrome extension 

using Gradient Boost 

and other ML models. 

- Real-time detection through 

browser extension 

- Multiple classifiers tested 

- Gradient Boost performed well 

- Limited to 

URL- based 

features 

- No analysis 

of page 

content or 

behaviour 

Gradient 

Boost: 97%  

F1-score, 

96% 

precision, 

and 98% 

recall 

Malicious 

URL: 

Analysis and 

Detection 

using Machine 

Learning 

(Mansi 

Mehndiratta et 

al.) 

Feature extraction 

from URLs (14 lexical 

attributes), trained 

with k- NN and 

Logistic Regression 

with visual pattern 

analysis. 

- Good accuracy using simple 

models 

- Visualization of feature patterns 

- Clean dataset of 100,000+ URLs 

- Only k-NN 

and Logistic 

Regression used 

- No 

integration 

with real-

time systems 
- Limited 
feature scope 

k-NN:  

90.61% 

accuracy, 

Logistic 

Regression: 

75.91% 

accuracy 

Phishing 
Detection 

Using Machine 

Learning 

Algorithm 

(Jibrilla 

Tanimu & 

Stavros 

Shiaeles) 

Image visualization of 

phishing website 

source code + ML 

classification (RF, 

SVM, etc.). 

- Novel visual similarity-based 
method 

- Considers both visual and 

structural attributes 

- High detection accuracy 

-Computationally 

intensive 

- Not yet 

implemented 

in real-time 

- Dataset and 

real- time 

constraints not 

detailed 

Random 

Forest: 

98.11% 

accuracy; 

XGBoost

 ha

d 99.95% 

accuracy

 i

n comparable 

studies 
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A Novel 

Mechanism 

for 

Identifying 

Malicious 

and 

Phishing 

URLs Using 

Machine 

Learning 

Classifiers 
(Dr. V. 
Lokeswara 
Reddy & M.V. 
Sai Sarath 
Chandra) 

Comparison 

of several ML models 

(DT, LR, SVM, GB) 

on 

feature extraction from 

URLs. 

- Comparative analysis of 

algorithms 

- Lightweight models 

suitable for implementation 
- Feature selection strategies 
included 

- Focused only 

on URL 

features 

- Content and 

visual features 

not considered 

- No real-

world 

deployment 

Optimal 

results using 

Gradient 

Boost

 an

d SVM: over 

96% 

accuracy, 

low false 

positives 

 

CONCLUSION 

 

This literature review summarized five recent works on phishing and malicious URL detection with machine 

learning and deep learning approaches, pointing out the important progress in taking advantages of URL-based 

features, browser integration, and visual encoding to enhance detection accuracy, with most models attaining 

accuracy levels over 90%. Beside these advantages, a number of limitations were pointed out among the 

studies. A strong emphasis on lexical and structural URL attributes tended to neglect in-depth content-based 

and behavioral examinations, including HTML and JavaScript inspection. Most models were not supported 

by real-time deployment, which restricted their applicability, with only a single study reporting successful 

integration within browsers. In addition, deep learning models, although precise, often required high 

computational demands, which was problematic for use in light or edge contexts. Lack of classifier diversity 

in a few instances diminished robustness further. To help fill these gaps, future work must include more content-

level feature richness, investigate hybrid and ensemble approaches, prioritize light-weight solutions for client-

side deployment, and test on real-time and zero-day phishing attacks to create more adaptive, efficient, and 

scalable detection systems. 
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